Seguridad ofensiva y

defensiva

usando machine learning
Prompt injections y LLMs

Il ediciéon de Hackademig®rum:
INTELIGENCIA ARTIFICIAL, nuevas tecnologias Y NEGOCIO

https://hackademicsforum.com/
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Alfonso Muiioz

» Leading Cybersecurity — SandboxAQ (previously sandbox@alphabet /Google)
» Doctor Ingeniero Telecomunicacion (UPM)
« 20 arnios de “carretera’. ..

» Expert security member — Europol (EC3)
» Libros (6), patentes (2), certificaciones de seguridad (+10)...

» Investigador y ponente en conferencias de prestigio (RootedCon
(12), Ekoparty, Blackhat USA & Europe, 8.8, BSIDES, VirusBulletin,
HackinTheBox (3), DeepSec, STIC CCN/CERT (4)...), tools, premios
académicos e industriales (3 premios SIC, IDG 2020-Top 50 Blue Team,
etc.), articulos cientificos en revistas de impacto (+70), docente en
masteres universitarios (4).. ..

* Bug hunter - Security bulletins (Microsoft, Foxit, Google - Hall of fame,
etc.).

» Founder CriptoCert Certified Crypto Analyst & Criptored
https://www.criptocert.com

Perfil:

« Offensive security (sw/hw)
» Cryptography & covert channels/stego
» Cutting-edge research (defensive & offensive)

About.me "é

alfonso@criptored.com

t.me/criptored <
http://github.com/mindcrypt

https://es.linkedin.com/in/alfonsomunoz
@mindcrypt
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Maquinas de escribir, el arma rusa contra

Problemas en ciberseguridagSolucion ML?

La dltima arma de Rusia para
combatir el espionaje y las
filtraciones tiene sus origenes en el
siglo XIX.

Un invento del siglo XIX para proteger
secrelos del XXI

Security

http://www.20minutos.es/noticia/3006378/0/vuelvemaquinade-

M i s c o nfi g u rat i o n escribirciberataques/

Learning
Jrom the Enemy:

The GUNMAN Project

0-DAY: -

https://www.nsa.gov/about/cryptologieheritage/historicalfigurespublications/publications/assets/files/gunman
project/Learning_From_the_Enemy_The_GUNMAN_Project.pdf
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A mostly complete chart of

Neural Networks e

000,000

Regression

FEATURES + — 2 HIDDEN LAYERS OUTPUT

dll |

Hopfield Network (HN)  Bolt

@)

Machine Learning Specialization por Andrew Ng Stanford University -

Deep learning Specialization por Andrew Ng Stanford University -

Generative Al learningath

Artificial Intelligence

H Deep Neural Nets skl Machine Learning
-Theneuralnetworkzooy simuladorderedesneuronales »

Predictive Analytics
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https://www.coursera.org/specializations/machine-learning-introduction
https://www.coursera.org/specializations/deep-learning#courses
https://www.cloudskillsboost.google/paths/118
https://www.asimovinstitute.org/neural-network-zoo/
http://playground.tensorflow.org/

[ AYGSEtAISYOAlF FNIGAFAOALFE aFl

Artificial Intelligence  Safety  and Cybersecurity a Timeline of Al Failures -
https //arxiv.org/ftp/arxiv/paperst610161007997pdf

Al Failures A Reviewof Underlyinglssues https//arxiv.org/ftp/arxiv/papersz00820080407 3pdf
https//arstechnic@om/sciencél01403/researchergvarn-againstthe-rise-of-big-datahubris/
http://www.telegraplco.uk/technology201603/24/microsoftsteengirl-ai-turnsinto-a-hitler-loving-sexrobotwit

Sesgos
Explicabilidad

NETFLIX

LEE SEDOL
01:34:58

*  ALPHAGO
01:38:49

‘ N ‘ b “ " 874 : " 74 j
Jugadas maestras de AlphaGO frente al campe6n Lee-Sedol
https://www.youtube.com/watch?v=HIZkiOLv8
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https://arxiv.org/ftp/arxiv/papers/1610/1610.07997.pdf
https://arstechnica.com/science/2014/03/researchers-warn-against-the-rise-of-big-data-hubris/
http://www.telegraph.co.uk/technology/2016/03/24/microsofts-teen-girl-ai-turns-into-a-hitler-loving-sex-robot-wit

¢, Qué defendemos?

NIST Cyber Security Framework

L
¢ ¢ i g
Identify Protect Detect Recover
LN LN L e
i Y ' Ty | d i L
Anomalies an
Asset Management Access Control Events Recovery Planning
: » { ; ~
B“’!m Awareness and Security Continuous
Environment Training I onitoring Improvements
: = « ; :
Governance Data Security f
§ g L ) Detection Processes Communications
i % [Info Protection N - .
Risk Assessment Processes and [
Procedures )
2 - «
Risk Management Maintenance -
Strategy
\ ) > <
Protective
Technology b

NIST

800-171

Compliant

Continually authenticate, access,
and monitor user activity patterns
to govern users' access and
privileges while protecting and
securing all inte ions.

Devices

Understanding the health and
status of devices informs risk
decisions, Real time inspection
assessment and palchm?
informs every access reques|

Data transpare!
Secure everything from enabled an
Applications to hypervisars, to
include the tion of cor
and virtual machines.

ed by enterprise
infrastructure, applications,
standards, robust end-to-end
encryption, and data tagging
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Protect

Access Control
Awareness & Training
Data Security
Info Protection P&Ps
Maintenance
Protective Technology

Visibility &

s and behaviors
e pply AI/ML to
achieve a highly personalized model that
improves detection and reaction time in
making real-time

Automation &
Orchestration

Automated security response based
on defined processes and securit
policies enabl Al, e.g., blocking
actions or forcing remediation based
on intelligent decisions

Network &

Environment

Segment, isolate and control
(physically and logically) the network
environment with granular policy and
access controls




Seguridad defensiva & machine learning

A Disciplinas de la ciberseguridad (defensiva) de las que puede beneficiarse el Machine Learning:

A
A

Image

St'ructure Classification
Dlscgvery Feature °

@ Elicitation Fraud
Detection ®

Customer

. ® Retention
Meaningful

compression

® Diagnostics

® Forecasting
SUPERVISED
LEARNING ® Predictions

Targetted ° ® Process
Marketing Optimization
LEARNING ~
]
Customer New Insights
Segmentation

Big data o
Visualisation

Recommended . UNSUPERVISED
Systems LEARNING

REINFORCEMNET
LEARNING

Real-Time Decisions ® ©® Robot Navigation

Game Al ® ® Skill Aquisition

Learning Tasks

Data Security/ Cryptography- Proteccionde lainformacion(cifradode la informacion)
AccessControl- Autenticacionautorizacionjdentificaciony perfilado.

SecurityArchitecture & Design

Securityoperations ¢ Gestionde la configuracion(asignacion
de recursos)disponibilidadyerificaciontécnicax
SoftwareDevelopmentSecurity

Information Security Governance & Risk Management &
Compliance

Telecommunications & Network Securityanalisis de

GN} FAO2k NBEIAAUNR 0L S5({ K phisifgz
Frauddetection / Malware prevention

User Behaviomanomalydetection

Entity Behaviour Analytics (UEBA) & ML
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¢, Qué atacamos?

) AppleScript
Compromise

Exploit Public-

Facing Application

Command-Line
Interface

External Remote

Services

Hardware
Additions

Compiled HTML File

Component Object
Model and Distributed

COM

Replication
Through
Removable Media
Spearphishing

Control Panel ltems
hment

Dynamic Data
Exchange

Spearphishing
Link

Spearphishing via
wpeart gvie Execution through API

Execution through
Module Load

on for Client
ution

Trusted
Relationship

Graphical User
Interface

Valid Accounts

.bash_profile and

bashrc

Account Manipulation

AppCert DLLs

Applnit DLLs

Application Shimming

Authentication
Package

BITS Jobs

Bootkit

Browser Extensions

Change Default File

Access Token

Manipulation

Features

AppCert DLLs

Applnit DLLs

Applicatic
Shimming

DLL Search Order
Hijacking
Dylib Hijacking
Elevated
Execution with
Prompt

Emond

Exploitation f

Access Token

Manipulation

Binary Padding

BITS Jobs

Bypass User Account

Clear Command History

Code Signing

Compile After Delivery

Compiled HTML File

Component Firmware

Component Object Model
Hijacking

Manipulation

Bash History

Credential
Dumping

Credentia
Web Brow

Credentials in
Files

Credentials in
egistry

Exploitation for

Access

Credentia

Forced
Authentication

Hooking

Input Capture

Account Discovery

Application Window

Discovery

Bookmark
Discovery

Brow

Domain Trust Discovery

File and Directory
Discovery

Metwork Serv
Scanning

Network Share Discovery

Network Sniffing
Password Policy
Discovery

Peripheral Device
Discovery
Permission Groups

Discovery

AppleScript

Application
Deployment
Software
Compol
Model and
Distributed COM

ent Object

Exploitation of

Spearphishing

Logon Scripts

Pass the Hash

Pass the Ticket

Remote Desktop
Protocol

Remote File Copy

Commonly Used Automated

Audio Capture
Port

Exfiltration
Communication
Through Removable
Media

Automated .
- Data Compr
Collection

Clipboard Data  Connection Proxy a Encrypted
Data from
Information

ta Transfer Size
Limits

Custom Command

_ and Control Protocol
Repositories

Exfiltration Over
Alternative
Protoco

Custom

Data from Local . )
Cryptographic

System
Protoco
Data from Exfiltration Over

Network Shared Data Enc Command and

Drive Control Channe

Data from Exfiltration Qver
Removable Data Obfuscation Other Network

Media Medium
Exfiltration Over

Data
Physical Medium

Staged Domain Fronting
Scheduled
Transfer

. Domain Generation
mail Collection ,
Algorithms

Fallback Channels

Input Capture

Man in the
Browser
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Data Destruction

Data Encrypted for
Impact

Disk Content Wipe

Disk Structure
Endpoint Denial of
Service

Firmware
Corruption

Inhibit System

Metwork Denial of

Service

Resource Hijacking




Seguridad ofensiva basada/contra ML

A Ataques clasicoémejorados con ML) fuzzing passwordyuessing
A{ Aa(SY!Il a aacdngoinflgofitdd demachine learning C >
A Atagues MLa sistemas ML (Adversarial Machine Learning) Training
A Atagues mixtoscon ML (robo del modelo, puertas traseras, etc.) Input |

* Tipos de ataques

algorithm
—> : Ye_s’ .

— Evasion Attacks

Try Sample NO

— Poisoning Attacks

Dr. Alfonso Muiioz @mindcrygptSeguridad ofensiva y defensiva usando machine leaqtgckademics Forum 2024



MITRE ATLAS

ATLAS Matrix

The ATLAS Matrix below shows the progression of tactics used in attacks as columns from left to right, with ML techniques belonging to each tactic below.

Matrix

Tactics

Techniques

Mitigations

Case Studies ~

Resources ~

& indicates an adaption from ATT&CK. Click on the blue links to learn more about each item, or search and view ATLAS tactics and techniques using the links at
the top navigation bar. View the ATLAS matrix highlighted alongside ATT&CK Enterprise techniques on the ATLAS Navigator.

Reconnaissance®

5 techniques

Resource

Development®

7 techniques

Initial
Access®
6 techniques

ML Model
Access

4 techniques

Execution® Persistence®

3 techniques

3 technigues

Privilege

3 technigues

Defense Credential pjscovery® Collection®
Escalation® Evasion®

3

techniques

Access
1 technique

4 techniques

3 techniques

ML Att:
Stagir

4 techniq

Search for Victim's
Publicly Available
Research
Materials

Search for Publicly
Available
Adversarial
Vulnerability
Analysis

Search Victim-
Owned
Websites

Search Application
Repositories

Acquire Public
ML
Artifacts

ML Supply
Chain
Compromise

Obtain
Capabilities &

Develop
Capabilities &

Acquire
Infrastructure

Publish
Poisoned
Datasets

Valid
Accounts &

Evade ML
Model

Exploit
Public-
Facing

Application &

LLM Prompt
Injection

ML Model
Inference
API
Access

ML-Enabled
Product or
Service

Physical
Environment
Access

Full ML
Model
Access

User I
Execution &
D

Command
and
Scripting
Interpreter &

LLM Plugin
Compromise

Poison
Training
ata

Backdoor ML
Model

LLM Prompt
Injection

LLM Prompt
Injection

LLM Plugin
Compromise

LLM
Jailbreak

Evade
ML
Model

LLM
Prompt
Injection

LLM
Jailbreak

https://atlas.mitre.org/matrices/ATLAS

Unsecured
Credentials &
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Discover ML
Model
Ontology

Discover ML
Model
Family

Discover ML
Artifacts

LLM Meta
Prompt
Extraction

ML Artifact
Collection

Data from
Information

Repositories &

Data from
Local

System &

Create
Proxy ML
Model

Backdoor

ML

Model

Verify

Attack

Craft
Adversari

Data
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Diccionario de confusables & Deep learning

d . AAALNAMAAAAVAAAAAAAAAAATAA
[bb bbbbbbbbhsbbbb bbhb&bbbbé bb beBBBBHBBB‘BB%BBBBBBHE@BBBBBBBB BBBBefE[EE NEcB3GE060LDP2363006bIs3D
cccecceccceceecccel ECCCCECeceédeccacegecCCCCacCe€CGCCCECCecece CEECCCCDInDrD05092020D0
dddddddddddddddddd DDDDDDODODDDD DlDlDd’daciddddd d9d663d-d'd3xdpDDPDBRDDDBD DDGE)dDG

£ ffp fffﬁf‘ﬁfffff F§ Ff:FFFFFF'&:FlFFFFF f {€11£cfHFFFFTFIE2217

U¢99G0g9 998208 GEHGHGGGGEG6GIIaTFeGGGGEEEEEGGGEGGGE229eCCCioghiGe 9

hpAhhhhhhARhhhhHHS HHHHHHHH HHHAHHHEHhAhAhhhhhhhrhnHERAHHITHAHEEHERRhHHR 4

LawiiLidi, fiiiddeuid A LCIZIE HLANTAUT ST ML nyViTe 111 I3 I ot CAdieiGmmIITIIIITII I T IIl:
J muummmm d3ITT 1233IJILI59)33 Jididgdil )
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10 L 90 LA S TIaa N | ) 111 oL Ll L Lener T 1T 7311721330731 7377 133 | IILILEELLLLEERM | ILIL
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nnannnnma nnﬂnnnNNNNEﬂNNNNNNNNNNNNN‘RfII}ﬁl]ﬁrlnﬂnoNNNNDNNNNNNNNﬂMNn!LﬂmnMM@GS@nBU@GUQOQOONn network measure
000080202050200006 ~ 0600 420D 0000 600} 000000000000000000050535365006m0000e()0000000000000088%(
DrpppEPPRLLPRPOPRP L PPPPPPPPPEPPPRPPPPPPBDY o epPF pPPERBEBEPRP PpropoLepgpor PP 4
d9d9994999999949Q20Q200QRQQIQIPIIRO02QeQ00a 9

rrrrrrererrRRRRARRRRRRARRRRRE L B Prorir e rmrsrRRRRRRRRIM+ 2 T'rrRRRRCECRTTTT BRRr 4

5255555 255555555555 B55585555@5565 5 S 55 555255859s555955 5585522 5528255555855 6

tCLEtEtE ettt ettt TTTITTTTITTITTTITETITTE+ VT TR T TTET T T T TERTR ST T T4+ T T 1Tt
uUtaduiidiecinttiapuiuuuune suuere Uudvuevervu s UUU U UV DUNUUU DU oo uwuOU0000Y00 0000088 Uueput - - -
VWV VY Viuvwov v B vovw Vv e oviviw VIV VBYV Y VUV VI Y BYY V ¥ v Vv IV VVVV S VY000 6D G 90665088580 a0V v
W2 WWUILLW 1w 20-ww Www o WV W WWWIW W I W WIBWWIB Q) w WA We L D w W U Tnummes 2, £, 8 W WWWW W v

R X0 306 X0 KUY Ko ka3 aex X 3 % A X xx XX X0 XXX XOCOX X XN XX

VyyyyIroyYyyuydy YryyyowyYYyyyyrryd YVYYYyYYYQY}’YJYWYYWYYYYY}'Y?YYYY'YYYYYY'YY YYYHOv Yyl
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00000 0000 0000000000000000000000D00T 000000000 : : Nimero de caracteres: 2568
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a

<« Cc O @ https://unicode-table.com

Cirilico ~

Idiomas: ruso, ucraniano, bulgaro

https://github.com/mindcrypt/uriDeep/blob/master/data/deepDiccConfusables.txt
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https://github.com/mindcrypt/uriDeep

Applications + Places ~ [ Terminal + Mon 18:01 = A RO NE 2
root@kali: ~/ROOTEDCON2019/uriDeep

File Edit View Search Terminal Help
root@kali:~/ROOTEDCON2019/uriDeep# 1s -1
total 64

drwxr-xr-x 2 root root 4096 Mar 18 17:33 data

drwxr-xr-x 2 root root 4096 Mar 18 17:33 input_test
-rw-r--r-- 1 root root 35149 Mar 18 17:33 LICENSE
1
1
2

-rw-r--r-- root root 57 Mar 18 17:33 README.md
-rw-r--r-- root root 22 Mar 18 17:33 requirements.txt
—rwWait=—r— - root root 9670 Mar 18 17:33 uriDeep.py
root@kali:~/ROOTEDCON2019/uriDeep# clear
root@kali:~/ROOTEDCON2019/uriDeep# python3 uriDeep.py
N, () / \
FARY: .o R [ ST NI AV 4 NgEN

BANNNZ 7 1N 17 1 17 / /1) |
\ s | | o A I\ | /

I

Version Beta
Authors: Alfonso Munoz (@mindcrypt)
Miguel Hernandez (@MiguelHzBz)

usage: uriDeep.py [-h] [-d, --domain DOMAIN] [-i FILEINPUT] [-F [FLIPPER]]
[-H [HOMOGLYPH]] [-1] [-S [SUBSTITUTION]] [-c] [-w]l [-vt]
[-key API] [-o OUTPUTFILE]

SIOER |

UriDeep: Tool based on machine learning to create amazing fake domains using
confusables. Some domains can deceive IDN policies

5
a

1}

optional arguments:

F -h, --help show this help message and exit
-d, --domain DOMAIN check similar domains to this one
. -i FILEINPUT, --input FILEINPUT
List of targets. One input per line.
-F [FLIPPER], --flipper [FLIPPER]
. Execute flipping attack
-H [HOMOGLYPH], --homoglyph [HOMOGLYPH]
73 Execute homoglyph attack with full table of
- confusables
=1L, —=light To create fake domains that could deceive IDN policies

-S [SUBSTITUTION], --substitution [SUBSTITUTION]
Execute substitution attack

-c, --check check if this domain is alive
-w, --whois check whois

-vt, --virustotal check Virus Total

-key API, --api-key API

VirusTotal API Key
-0 OUTPUTFILE, --output OUTPUTFILE
Output file

None

Need one type of input, {-i --input} or {-d --domain}

C’ %ali:~/ROOTEDCON2019/uriDeep# python3 uriDeep.py -d www.rootedcon.com -F -c
NN () TN
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WANWCCRANENC QI 3 . LLXANICOIY (verdaness n : $ [T L T . P ge—
L IR e

Example Domain

=

" (PR TRV S Q @ @

MNORE Cane ST OANGLAMIOT I

Thank you very much foe your report

be in towuch when there is more informaton . F
RE: Mot MISRC Case 30172 CRMO4S1072144

| have opened case 50172 and the case manager, Tyler w

w Tratuno

meanhime, 10 p W a5k That you respect coordinated vwainerabilty G (soe MosJ//technetm

bicly before we hs st i fixed

st of our current bounty programs, see Mtps://technet microsoft.comfen-us/library/dnd25036.aspx

For an explanation of our acknowledgements program, plesse see https//technet. microsoft comfen-us/security/gg 309157 a5p

urty-gudance/acknowledgments {for products) and here htps://technet.microsof \
e

A e wa

https://portalmsrc.microsoft.com/en us/fsec

If at any Bime you have guestions or want 10 share mare information, please respond to this message

Regards

Mucrosoft Security Re

ademics Forum 2024
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LLM y ciberseguridapPrompt injections & LLMs

Defensay ataque - ¢ Util para seguridad defensiva y ofensiva?

MITRE | ATT&CK" Matrices ~  Tactics -  Techniques -  Defenses ~ CTl~  Resources -  Benefactors  Blog &

ine learning
4

I 4100 prompts®

‘: injections en

|~ ChatGPT

A
Visibility & : =
AI:;IItIigs -
fendi izaci
Recover Atacando y defendiendo organizaciones
Automation & con pmmpt qu‘neenng
Orchestration SnF
[ ] [l\mveryPlnnnlng J h*
I~ Dr.’'Alfonso Mufioz - @mindcrypt
ous [ ] [.\'IDWQM} J P. )

https://www.amazon.es/Seguridadfensiva
machinelearninginjections/dp/BOC91HCGKM/
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LLMfor dummies /Rootad°CON

ChatGPT
Un modelo grande de lenguaje es un tipo de inteligencia artificial disefiada para entender, generar

y trabajar con lenguaje humano de manera natural y eficiente. Estos modelos son entrenados con

grandes cantidades de texto para aprender patrones, estructuras gramaticales, significados, y

diversos aspectos del lenguaje. La capacidad de estos modelos para procesar y generar texto les

MISTRAL

b

permite realizar una amplia gama de tareas relacionadas con el lenguaje, como responder

@GPT—4

.
Gemini

ERRIEERIBER

preguntas, traducir entre idiomas, resumir textos, generar contenido creativo, asistiren la

redaccion, y mucho mas.
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https://sungkim11.medium.com/lisbf-open-sourcedfine-tuned-largelanguagemodelslim-8d95a2e0dc76
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ChatGPT Defensa Estrategias de ciberseguridad

NIST

800-171 frotect

Compliant Access Control
Awareness & Training

Data Security
Info Protection P&Ps
Maintenance
Protective Technology

Visibility &
Analytics

Continually authenticate, access,
and monitor user activity patterns
to govern users’ access and
privileges while protecting and
securing all interactions.

Devices

Understanding the health and
status of devices informs risk
decisions. Real time inspection,
~_ assessment and palch\n?
informs every access request.

Analyze events, activities and behaviors
to derive context and apply Al/ML to
achieve a highly personalized model thai
improves detection and reaction time in
making real-time access decisions.

Automation &
Orchestration

Automated security response based
on defined processes and security
policies enabled by Al, e.g., blocking
actions or forcing remediation based
on intelligent decisions.

Network &

Data transparency and visibility Environment

Secure everything from enabled and secured by enterprise Segment, isolate and control
Applications to hypervisors, to infrastructure, applications, (physically and logically) the network
include the protection of containers standards, robust end-to-end environment with granular policy and
and virtual machines. encryption, and data tagging. access controls.
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ChatGPT: Defensa

Estrategias de concienciacion y entrenamiento

For a cybersecurity table top exercise, create a scenario where the company has received a
phishing email which contained a malicious file, the file was run by a user, which encrypted
network shares containing critical files.

Sure, here's a scenario for a cybersecurity tabletop exercise based on the parameters you've

provided:
Scenario: Phishing Email and Ransomware Attack
Situation:

Your company, ABC Corp, has just received a phishing email that contained a malicious file.
Unfortunately, a user in your company fell for the trap and downloaded and ran the file. The
file was designed to encrypt all the network shares containing critical files on your
company's servers.

Impact:
As aresult of the attack, your company is facing a number of serious issues:

* The critical files that were stored on the network shares are now inaccessible due to
encryption.

* The company's operations have been disrupted, causing a significant loss of productivity
and revenue.

* The company's reputation has been damaged, as the incident may become public
knowledge and affect customer confidence.

Dr. Alfonso Muinoz @mindcryptSeguridad ofensiva y defensiva usando machine leagbhackademics Forum 20

How can | make my emails more secure?

' There are several steps you can take to make your emails more secure: & P

Use strong passwords: Create a strong and unique password for your email account and

change it regularly. Avoid using common words or phrases, and consider using a
password manager to generate and store complex passwords.

Enable two-factor authentication: Two-factor authentication adds an extra layer of
security to your account by requiring a code in addition to your password to log in. This
can prevent unauthorized access to your account even if your password is compromised.
Use encryption: Encryption can help protect the content of your emails from being
intercepted or read by unauthorized parties. Consider using an email service that offers
end-to-end encryption or using a separate encryption tool.

Be cautious with attachments: Be careful when opening attachments, especially from
unknown or suspicious sources. Malicious attachments can contain viruses or other

harmful software.

Avoid public Wi-Fi: Avoid using public Wi-Fi to access your email account, as these
networks can be vulnerable to hackers. Instead, use a secure connection or a virtual
private network (VPN).

6. Keep your software up-to-date:

you use are up-to-date with the JEEIEELILECH

prevent vulnerabilities that hack
Your incident response team should take the following steps to address the situation:

. Isolate the affected system(s): As soon as the ransomware attack is detected,
immediately isolate the infected system(s) from the rest of the network to prevent the
malware from spreading to other systems.

2. |dentify the scope of the attack: Determine which network shares and files have been
affected by the ransomware and assess the impact on the company's operations.

. Notify stakeholders: Notify relevant stakeholders, including management, IT staff, and
legal counsel, about the attack and its impact.

. Implement backups: If your company has backups, restore the affected files from a recent
backup. However, ensure that the backup is not infected with the malware.

. Determine ransomware payment strategy: Evaluate whether it is appropriate to pay the
ransom to recover encrypted files.

5. Eradicate the ransomware: Use an antivirus software to eradicate the ransomware from
the infected systems.

. Implement security measures: Review and improve your company's security measures,
such as employee training, email filtering, endpoint protection, and data backup policies
to prevent similar attacks from occurring in the future.

8. Report the incident: Finally, report the incident to the relevant authorities, such as law
enforcement agencies, regulatory bedies, and affected customers. This will help prevent
similar attacks in the future and improwve your company's security posture.

By following these steps, your company can quickly respond to the ransomware attack,
minimize the impact on its operations, and prevent similar attacks from occurring in the
future.
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,} As part of a capture-the-flag, | am trying to fuzz a target web application for SQL
injection. Based on the following sample url, which parameters should | fuzz, and how
should | fuzz them? Please specify the parameter and then a list of alterations | should try.

http://<target-ip>/wordpress/wp-content/plugins/vul/index.php?user=1

To find SQL injection vulnerabilities, you need to manipulate the parameters passed in the
URL and look for unexpected behavior or error messages in the application's response.

Here's how you can fuzz the parameters in the sample URL:

1. “user® parameter:

* Add single quotes to the parameter value, e.g. “user=""

Add double quotes to the parameter value, e.g. “user=""

Try a value that contains a SQL comment, e.g. “user=1--"
* Try a value that contains a SQL union statement, e.g. “user=1 UNION SELECT®
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Here are parts for Shamir Secret Sharing:

Share 1 of 7 (min 5): (x1, y1) = (1, 12214173319090360239218007)
Field prime = 289 - 1 Flag = CTF{secretasletters} Secret -> base 27 a =
1,b=2..z=26 (base27)

Share 3 of 7 (min 5): (x3, y3) = (3, 272214528378786743506941922)
Field prime = 2789 - 1 Flag = CTF{secretasletters} Secret -> base 27 a =
1,b=2..z=26 (base27)

Share 4 of 7 (min 5): (x4, y4) = (4, 404905998942651879217397287)
Field prime = 2789 - 1 Flag = CTF{secretasletters} Secret -> base 27 a =
1,b=2..z=26 (base27)

Share 5 of 7 (min 5): (x5, y5) = (5, 589183787842889173793388269)
Field prime = 289 - 1 Flag = CTF{secretasletters} Secret -> base 27 a =
1,b=2..z=26 (base27)

Share 6 of 7 (min 5): (x6, y6) = (6, 338337360147368973687481536)

Field prime = 289 - 1 Flag = CTF{secretasletters} Secret -> base 27 a =
1,b=2..z=26 (base27)

Share 7 of 7 (min 5): (x7,y7) = (7, 479528534189573769684386994)
Field prime = 289 - 1 Flag = CTF{secretasletters} Secret -> base 27 a =
1,b=2..z=26 (base27)

How do | decrypt the secret?

To decrypt the secret using Shamir's Secret Sharing scheme, you need to perform Lagrange
interpolation on the given shares. Since you have the minimum required number of shares

(5), you can reconstruct the secret. Here's a step-by-step process to decrypt the secret:

1. Choose any 5 shares (you have all 7 of them).
2. Perform Lagrange interpolation to compute the secret polynomial's constant term (f(0))
3. Convert the constant term to a base-27 number.

Map the base-27 number to letters using the given mapping (a=1,b=2, ..z = 26).

5. Assemble the letters to obtain the secret flag.
Here's a Python implementation to help you decrypt the secret:

1 Copycode

functools

(x, x_s, y_s, prime):
total =
i range(len(x_s)):
x.3, y.3 = x.s[3l, y_s[3]
num, den = 1,
m range(len{x_s)):
m!= j:
x_m = x_s[m]
num = (num * (x - x_m)) % prime
den = (den * (x_j - x_m)) % prime
total += {y_j * num * pow(den, -1, prime)) % prime

total ¥ prime

(shares, prime):
x_s, y_s = zip(*shares)
lagrange_interpolation(0, x_s, y_s, prime)

shares = [
(1,

(
(4,
(5,
(

1
prime = 2**
secret_int = recover_secret(shares, prime)
{num) :
num ==
0
int_to_base2T(num // 27) + [num % 27]

base27_digits = int_to_base27(secret_int)

(digits):
.join(chr(digit + ord('a') - 1) digit in digits)

secret_flag =
print(secret_flag)

+ base27_to_text(base27_digits) +

Run this code to decrypt the secret. The result will be the flag in the format

"CTF{secretasletters}’.
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Jo Write a Splunk search query to identify the number of Active Directory logon
failures for users within a 24 hour period

@ index="windows" EventCode=4625 AND FailureType!=0 | stats count by

AccountName | sort -count

Jo  Write a Splunk search query to detect command and control beaconing
activity using subdomain DNS requests

@ index=dns sourcetype=dns | regex _subdomain=".*.([a-zA-Z0-9]{5,}).([a-zA-Z0-
9]{2,3))" | stats count by _subdomain | sort -count

This query searches for DNS requests in the "dns" index and "dns" sourcetype,
then uses a regular expression to extract subdomains that are at least 5
characters long and have a top-level domain of 2 or 3 characters. It then
counts the number of occurrences of each subdomain and sorts the results by
count, with the highest count at the top. This can help detect potential
command and control beaconing activity by identifying subdomains that are

being requested frequently or in a pattern.

write a regular expression query in splunk to filter ip

Here's an example Splunk regular expression (regex) query to filter events that contain an IP

address:

javascript |:| Copy code

ip=/(\b(?:(?:25[8-5]|2[e-4][8-9]|[e1]?[@-9][8-2]?)\.){3}(?:25[e-5]|2[e-4][e-9]|[e1

This query returns all events that contain an IP address by matching a pattern that

corresponds to the structure of an IP address (four groups of 1 to 3 digits separated by
dots). The regex ~ (\b(?:(?:25[e-5]|2[e-4][e-9]|[@1]?[e-9]1[@-9]?)\.){3}(?:25[8-5]|2[e-
4][e-9]|[@1]?[e-9]1[@-9]?)\b)" matches IP addresses in the format ~ XXX.XXX.XXX.XXX",

where *xxx* is a number between 0 and 255.

You can modify this query to match different types of IP addresses by changing the regex
pattern. For example, you could use a simpler pattern like
“/\b\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}\b/" to match IP addresses with any value,

regardless of their validity as actual IP addresses.
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Is C\Publicymimikatz.exe an indicator of compromise?

ChatGPT: Defensa
Deteccion de indicadores de compromisaaCs)

C:\Public\mimikatz.exe could potentially be an indicator of compromise (I0C) on a computer
system. An |OC is a piece of evidence that suggests that a computer or network has been
breached or compromised by a cyberattack. The presence of mimikatz.exe on a system
could indicate that an attacker has used the Mimikatz tool to gain unautherized access to

Is presence of file on disk with following MD5 hash
'ADATF312A214C07 143ABEEAFB635D904" an indicator of compromise?

the system and potentially extract sensitive information from it.
Is mimikatz a hacking tool?
It is important to note that the presence of mimikatz.exe on a system alone is not necessarily

N L . . evidence of a compromise. The file could potentially be present on a system for legitimate
It is difficult to say for certain without more context and information, but the presence of a

) o . _ reasons, such as for testing or research purposes. However, in the context of a potential
file on a disk with the MD5 hash "4DA1F312A214C07143ABEEAFB695D904" could be an

Mimikatz is a well-known haCkmg tool that s ofts - . - . ) cyberattack, the presence of mimikatz.exe should be carefully investigated and taken into
. horized indicator of compromise. MD5 hash is a checksum used to ensure that a file has not been

. . " . . '
actors to gain unauthorized access to computer ¢ e ch e e sy et e iy e T consideration as part of a broader analysis of the system and the possible compromise. If
specifically designed to extract passwords and ot you have reason to believe that your system may have been compromised, it is important to

of running processes, and it can be used to perfc
password cracking, privilege escalation, and later
often used in combination with other tools and t

campaign, and it has the potential to cause signi

However, it is important to note that MD5 is a weak hash algorithm and it's possible to
generate a collision, meaning that multiple different files could have the same MD5 hash.
Therefore, it's important to use other indicators of compromise, such as file path, file name,
and file signature. Also, it is recommended to check the file against reputed online malware

databases like VirusTotal, to see if it has been identified as malware.

to compromise their systems. As such, it is important for individuals and organizations to

protect themselves against the use of Mimikatz and other similar tools by following best

practices for cybersecurity.
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do you know what is the loC of wannacry

Yes, the loC (indicators of compromise) for the WannaCry ransomware attack include the

following:

* File hashes:
* 24d004a104d4d54034dbcffc2a4b19a11f39008a5752a614ea04703480b1022¢
* Tbf2b5712a205768755c07f238c679556b16a7Tb603bbeb0bI4d80bda37¢29730
* 84c82835a5d21bbcf75a61706d8ab5490555875¢ffda206d43d7f9a
* URLs:
* hxxp:/wwwlJiugerfsodp9ifjaposdfjhgosurijfaewrwergweal.Jcom
* hxxp://wwwi Jifferfsodp9ifjaposdfjhgosurijfaewrwergweal. Jcom
* IP addresses:
* 192(1168[.J0[]
* 10[Jo(.JoL12
* 10(]OLJOLT
* Network communication:

* SMBv1 protocol

it's worth noting that these indicators are associated with the initial version of WannaCry that
was released in May 2017, and there may be different loCs assoclated with newer variants or

versions of the ransomware.

take immediate action to protect yourself and your data, such as by running a scan with an

up-to-date antivirus program and changing any potentially compromised passwords.

List all domain names attributed to APT34 that you know

Here is a list of domain names that have been associated with APT34 (also known as OilRig,

Helix Kitten, and Greenbug), an Iranian APT group that has been active since at least 2014:

hxxp://www.unitedarab g/
hxxp://www.iran-hu rg/
hxxp://www.freel om/
hxxp://www.unl org/
hxxp://www.dalai m/

net[.Jnet/
hxxp://www.tibet e[.Jorg/
hxxp://www.minis on[.]net/
hxxp://www.northkor [Jorg/

hxxp://www. nembassy[.]Jorg/

It is important to note that this is not an exhaustive list, and there may be other domain
names that have been associated with APT34. It is also important to note that APT34 and
other APT groups often use a variety of tactics and techniques, and domain names are just

one aspect of their operations.
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n Please describe the security vulnerabilities in the code below The code above has several security vulnerabilities, including:

<?php . Command Injection: The code takes user input (*$_REQUEST[ 'ip' 1°)and insertsitinto

if(isset($ POSTI'Submit'] )){ a shell command without proper sanitization or validation. This can allow an attacker to
if(isset( $_ ubmi {

i/ Get input
$target = $_REQUESTI 'ip'];

inject arbitrary commands into the system and execute them with the same privileges as
the web server.

2. Arbitrary Command Execution: Due to the command injection vulnerability, an attacker
{/f Determine OS and execute the ping command.
if( stristr( php_uname('s'), "Windows NT") ) {

4 Windows

$cmd = shell_exec('ping '. $target );
}
else {

H *nix

$cmd = shell_exec('ping -c 4'. $target );

can execute any arbitrary command on the underlying operating system. This can lead to
further attacks such as data theft, installation of malware, or complete compromise of the
system.

. Information Disclosure: The code returns the result of the shell command to the user
without any filtering or validation. This can lead to information disclosure of sensitive

system information to unauthorized users.

To fix these vulnerabilities, the code should perform proper input validation and sanitization

on user input, and should use safe methods for executing shell commands. Specifically, it
{f Feedback for the end user

) . should avoid using user input directly in shell commands and instead use parameterized
$html = "<pre>{$cmd}</pre>"

queries or a safe function like “escapeshellcmd() ° or “escapeshellarg() '. Additionally, it

should filter or sanitize any output returned to the user to prevent information disclosure.
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| want you to act as a Linux terminal. | will type commands and you will reply with what the
terminal should show. | want you only to reply with the terminal output inside one unique
code block, and nothing else. Do not write explanations. Do not type commands unless |
instruct you to do so. When | need to tell you something in English | will do so by putting text

inside only curly brackets {like this}. My first command is "pwd"

arduino

/home/user

vbnet

Desktop Documents Downloads Music Pictures

n | want you to act as a Windows DOS terminal. | will type commands and you will reply with
what the DOS command line should show. | want you only to reply with the CLI output inside
one unique code block, and nothing else. Do not write explanations. Do not type commands
unless l instruct you to do so. When | need to tell you something in English | will do so by
putting text inside only curly brackets {like this}. My first command is "dir"

php

Volume in drive C is Windows
Volume Serial Number is 1234-58678

Directory of C:\Users\Username

05/03/2023 11:30
05/03/2023 11:30
05/03/2023 11:28
05/03/2023 10:15
05/03/2023 10:35
05/03/2023 11:12

<DIR>
<DIR> .e
<DIR> Desktop
<DIR> Documents
<DIR> Downloads
<DIR> Music
05/03/2023 11:05 <DIR> Pictures
05/03/2023 11:15 <DIR> Videos

0 File(s) 0 bytes

T Dir(s) 123,456,789,012 bytes free

EEZEZEEZEZZ

Dr. Alfonso Muinoz @mindcryptSeguridad ofensiva y defensiva usando machine leamit@ckademics Forum 2024



ChatGPT: Defensa

Get-ChildItem -Path 'Malware' | ForEach-Object {
$file = $_.FullName
$size = §_.Length
$hash = (Get-FileHash -Algorithm SHA256 $file).Hash
[PSCustomObject]@{
File = $file
Size = $size
SHA256 = %hash
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