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LLM - IA

Ciberseguridad
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Problemas en ciberseguridad - ¿Solución ML?

http://www.20minutos.es/noticia/3006378/0/vuelve-maquina-de-
escribir-ciberataques/

https://www.nsa.gov/about/cryptologic-heritage/historical-figures-publications/publications/assets/files/gunman-
project/Learning_From_the_Enemy_The_GUNMAN_Project.pdf
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Machine learning ς !ǊǊŀƴŎŀƳƻǎΧ
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- Machine Learning Specialization por Andrew Ng Stanford University -

https://www.coursera.org/specializations/machine-learning-introduction

- Deep learning Specialization por Andrew Ng Stanford University -

https://www.coursera.org/specializations/deep-learning#courses

- Generative AI learning path https://www.cloudskillsboost.google/paths/118

-Theneuralnetworkzooy simuladorderedesneuronales

https://www.asimovinstitute.org/neural-network-zoo/

http://playground.tensorflow.org/

https://www.coursera.org/specializations/machine-learning-introduction
https://www.coursera.org/specializations/deep-learning#courses
https://www.cloudskillsboost.google/paths/118
https://www.asimovinstitute.org/neural-network-zoo/
http://playground.tensorflow.org/


[ŀ ƛƴǘŜƭƛƎŜƴŎƛŀ ŀǊǘƛŦƛŎƛŀƭ άŦŀƭƭŀέΧ

Artificial  Intelligence Safety and Cybersecurity: a Timeline of AI  Failures - 

https://arxiv.org/ftp/arxiv/papers/1610/1610.07997.pdf

AI  Failures: A Review of Underlying Issues - https://arxiv.org/ftp/arxiv/papers/2008/2008.04073.pdf

https://arstechnica.com/science/2014/03/researchers-warn-against-the-rise-of-big-data-hubris/

http://www.telegraph.co.uk/technology/2016/03/24/microsofts-teen-girl-ai-turns-into-a-hitler-loving-sex-robot-wit

Sesgos

Explicabilidad

Jugadas maestras de AlphaGO frente al campeón Lee Sedol - 

https://www.youtube.com/watch?v=HT-UZkiOLv8
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https://arxiv.org/ftp/arxiv/papers/1610/1610.07997.pdf
https://arstechnica.com/science/2014/03/researchers-warn-against-the-rise-of-big-data-hubris/
http://www.telegraph.co.uk/technology/2016/03/24/microsofts-teen-girl-ai-turns-into-a-hitler-loving-sex-robot-wit
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¿Qué defendemos?



Security Architecture & Design
Security operations ς Gestión de la configuración (asignación 
de recursos), disponibilidad, verificación técnicaΧ
Software Development Security
Information Security Governance & Risk Management & 
Compliance
Telecommunications & Network Security - análisis de 
ǘǊłŦƛŎƻκǊŜƎƛǎǘǊƻ όL5{κLt{Σ ƭƻƎǎΧύΣ ŦǳƎŀ ŘŜ ƛƴŦƻǊƳŀŎƛƽƴΣ phising 
ŘŜǘŜŎǘƛƻƴΣ Χ
Fraud detection / Malware prevention
User Behavior anomaly detection
Entity Behaviour Analytics (UEBA) & ML

ÅDisciplinas de la ciberseguridad (defensiva) de las que puede beneficiarse el Machine Learning:

Á Data Security /  Cryptography - Protección de la información (cifrado de la información).

Á Access Control - Autenticación, autorización, identificación y perfilado.

Seguridad defensiva & machine learning
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¿Qué atacamos?



Seguridad ofensiva basada/contra ML

ÅAtaques clásicos (mejorados con ML)  - fuzzing, password guessing,

Å{ƛǎǘŜƳŀǎ άǎƛƴǘŞǘƛŎƻǎέ atacando a algoritmos de machine learning

ÅAtaques ML a sistemas ML (Adversarial Machine Learning)

ÅAtaques mixtos con ML (robo del modelo, puertas traseras, etc.)
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https://atlas.mitre.org/matrices/ATLAS



EJEMPLO IA seguridadofensiva-defensiva
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Diccionario de confusables & Deep learning

Modelo VGG16 con 
pesos pre-entrenados 
de ImageNet
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https://github.com/mindcrypt/uriDeep/blob/master/data/deepDiccConfusables.txt



https://github.com/mindcrypt/uriDeep
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LLM y ciberseguridad ς Prompt injections & LLMs
Defensa y ataque - ¿Útil para  seguridad  defensiva  y ofensiva?

https://www.amazon.es/Seguridad-ofensiva-
machine-learning-injections/dp/B0C91HCGKM/
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LLM for dummies

https://sungkim11.medium.com/list-of-open-sourced-fine-tuned-large-language-models-llm-8d95a2e0dc76
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ChatGPT: Defensa Estrategias de ciberseguridad y CISO as aé ChatGPT
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ChatGPT: Defensa
Estrategias de concienciación y entrenamiento
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ChatGPT: Defensa (CFT & Bug bounties)
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ChatGPT: Defensa

Creación de playbooks y detección/análisis de amenazas
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ChatGPT: Defensa
Detección de indicadores de compromiso (IoCs)
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ChatGPT: Defensa

Dr. Alfonso Muñoz @mindcrypt ς Seguridad ofensiva y defensiva usando machine learning ς Hackademics Forum 2024



ChatGPT: Defensa
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ChatGPT: Defensa
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ChatGPT: Ataque  ˟
Fingerprinting/Footprinting
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